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INSTRUCTIONS TO CANDIDATES :

1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks
each.

2. SECTION-B contains SIX questions carrying TEN marks each and students have
to attempt any FOUR questions.

SECTION-A
1.  Write briefly :
a) What is encryption and how is it used in securing data?
b) What is a firewall and how does it protect against unauthorized access?
¢) What is two-factor authentication and how does it provide additional security?
d) What is a brute force attack and how can it be prevented?
e) What is a denial-of-service attack and how can it be mitigated?
f) What is a virus and how does it infect a computer?
g) What is a phishing attack and how can it be identified and prevented?
h) What is the role of security administration in an organization?

1) What is security auditing and how does it help ensure compliance with security
policies?

J)  What is incident response and how does it help mitigate security incidents?
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SECTION-B

2. What are some of the biggest security threats facing modern computing systems and how
can they is mitigated?

3. What are the key features and properties of the Advanced Encryption Standard (AES)
algorithm and how do they contribute to its strength and effectiveness in securing data?

4. What are the key principles and best practices for ensuring security in program
development and how can software vulnerabilities be mitigated through proper coding
techniques and testing methodologies?

5. How can operating system security measures such as access control, firewalls and
intrusion detection systems be integrated with database security protocols to create a
comprehensive security architecture for enterprise systems?

6. What arc the different types of network attacks, such as Denial-of-Service (DoS) and
Man-in-the-Middle (MitM) and how can they be prevented or mitigated using various
security technologies and protocols?

7.  What are the roles and responsibilities of a security administrator and what skills and
qualifications are required to perform the job effectively in a fast-paced and constantly
evolving security landscape?

NOTE : Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the Student.
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